89/2572008 20:56 4087778806 



PAGE 07 



Amendments to Claim: 

This following listing of claims will replace all prior versions, and listings, of 
claims in the application. 

Listings of the Claims: 

1. (currently amended) A computer implemented method for tracing ah 

execution path through application components distributed over at least one computer in 

a data processing system, comprising th e st e ps of : 

providing a plurality of intercep tors installed in a plurality of application 

components, wherein each appli cation component has at least one interc eptor- 
receiving a plur ality of requests to said data processing system, wherein 

processing each req uest by said data processing system produces an execution path 

traversing at least one application component: 

g e n e rating a trac i ng token, activating data oollootion, and relaying aoid 

tracing token in one of said application oompononto diotribut e d ov e r at leapt one 

comput e r, and 

for a first interceptor, intercepting a first operation at a first app lication 

component; 

for a first interceptor, determining if tracing an execution path associates 
with said first operation is desired: 

for a first interceptor, if tracing said execution path a ssociates with said 
first operation is desired, performing a first trace function, w h erein said first trace 
function comprises: 

generating a tracing token; 

activating data collection at said first interceptor: and 
relaying said tracing token: 
detecting said tracing tok e n, activating data ooll e otion, and relaying said 
tracing tok e n in at least on e of aoid application oompononto. 

for a second interceptor, inte rcepting a second operation at a second 
application component: 
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for a second interc eptor, detecting said tracing token: anc} 
for a sgcond interceptor, if said tracin p token exists, performing * secpnH 
trace function, where in said second trace function comp rises: 

activating data collection at said seg nnd interceptor: and 

relaying said tracking token 

2. (original) The method of claim 1, wherein said application components 
include at least one of application programs, plug-in programs, program extensions, static 
library programs, dynamic library programs, program scripts, and individual modules, or 
subroutines, or functions, or procedures, or methods thereof 

3. (original) The method of claim 1, wherein said application components 
reside in the same computer, or are distributed over multiple computers interconnected by 
at least one of a local area network, a wide-area network, a wireless network, or the 
Internet 

4. (currently amended) The method of claim 1, wherein said generating q 
tracing token ig controlled by said determining if tr a cing an execution oath associates 
with said first operation i s desired utilizes a start rule and a stop rule. 

5. (currently amended) The method of claim 1, wherein said tracing token 
[[is]] comprises a unique value in said data processing system , said unique value uniquely 
identifies a particular request 

6. (currently amended) The method of claim [[!]] 5, wherein said unique 
value iaehides ]s a universally unique identifier (UUIDX 

7. (original) The method of claim 1 , wherein said relaying of said tracing 
token is accomplished through at least one of reading and writing of a shared memory, 
attachment to an inter-process message, and insertion into a data stream. 

8 (currently amended) The method of claim [[7]] i, wherein said 
Qttaohmont to an inter process moosagu includ e s at least on e of o non intrusive 
modification of th e messag e h e ader, a non - intrusivo modification of the messag e body, of 
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appending to tho messag e said relaying said tracing token step at said first interceptor 
comprises inserting s aid tracing token in an inter-process message, said detecting said 
tracing token step at said second interceptor comprises reading said inter-proce^ s 
message to retrieve sai d tracing token> and said tracing tolcgn is detected when said 
tracing to ken is found in said inter-process messag e 

9. (currently amended) The method of claim [[8]] i, wherein said-mm- 
mtruoiv e modification of tho moooago hoador inoludoo at toast one of adding a n e w field 
in a S OAP transport h e ador over HTTP, or adding a now prop e rty in a SOAP transport 
header ov e r JMS said relaying said tra c ing token step at said first intercep tor compm ?? 
writing said tracing token to a dat a stream, said detecting said tracing token step at said 
second interceptor comprises re ading said data stream to retrieve said tracing token, and 
said tracing token is detected when sa id tracing token is found in said data stream 

10. (currently amended) The method of claim [[8]] L wherein «a4ro»- 
intrusiv e modification of tho message body inoludoo the insertion of q oomm e nt in an 
S QL statement said relaying said tracing token step at s a id first interceptor comprises 
storing said tracing token in a shared memory locati on accessible bv said second 
interceptor, said detecting said tracing token step at said second interceptor comprises 
reading said share memory location to locate said traci ng token, and said tracing token is 
detected when said tracin g token is found in said shared memory location . 

11. (original) The method of claim 1, wherein said tracing an execution 
path through application components takes place in at least one of system production 
time, system development time, system integration time, or system testing time of said 
data processing system. 

12. (original) The method of claim l f wherein said generating a tracing 
token is automatically triggered by detection of a system event. 

13. (original) The method of claim 12, wherein said detection of a system 
event is dynamically activated and deactivated. 
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14. (original) The method of claim 13, wherein said dynamic activation 
and deactivation of said detection of a system event arc controlled internally in said one 
of said application components, or externally to said one of said application components. 

15. (original) The method of claim 12, wherein said system event includes 
at least one of an event relating to system and application performance, system and 
application availability, system and application troubleshooting, or system and 
application security. 

16. (currently amended) A computer implemented method for tracing an 
execution path through application component distributed over at least one computer in 
a data processing system, comprising th e stop s of : 

installing first monitoring code in a first plurality of said application 
components for detecting system events; 

installing segqpd monitoring code in a second plurality of said application 
components for detecting tracing tokens ^wherein said tracing tokens are generated bv 
said first monitoring code, and said second monit oring code is different from said first 
momtpringcode; 

detecting one of said system events, activating data collection, and 
generating and relaying one of said tracing tokens in one of said first plurality of said 
application component s, wherein said one of said tracing tokens comprises a unique 
identifier uniquely iden tifies said execution path 

detecting and relaying said generated one of said tracing tokens to activate 
data collection in at least one of said second plurality of said application components 
along said execution path through said application components in said data processing 
system; and 

recording said collected data {[in]] from all said application components 
along said execution path through said application components in said data processing 
system. 
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17. (original) The method of claim 16, wherein said first plurality of said 
application components includes entry points for client enquiries to an n-tier client/server 
distributed computing system. 

18. (original) The method of claim 1 6, further comprising the step of 
providing storage means for said collected data for all said application components along 
said execution path through said application components in said data processing system. 

19. (currently amended) The method of claim 18, wherein said storage 
means includes at least one of files, registries, relational databases, [[and]] or object 
databases. 

20. (currently amended) The method of claim 16, wherein a record of said 
collected data includes at least one of : 

the value of one of said tracing tokens; 

the value of a computer's timestamp; 

the identifier of a computer; 

the identifier of one of said application components; 

the description of one of said system events; or 

application data from operation, 

2 1 . (currently amended) The method of claim 16, wherein said monitoring 
code is installed in at least one of [[the]] source code, [[the]] object code, [[the]] 
executable code, [[and]] or application extension mechanism of said application 
components. 

22. (currently amended) A computer program product comprising[[:]] a 
computer usable medium having computer readable program code means embodied 
therein for tracing an execution path through application components distributed over at 
least one computer in a data processing system, the computer readable program code 
means in said computer program product comprising: 

computer readable program code means for installing first monitoring 
code in a first plurality of said application components for detecting system events; 
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computer readable program code means for installing second monitoring 
code in a second plurality of said application components for detecting tracing tokens^ 
wherein said tracing tokens are generated by said first monitoring code, wherein said 
second monitoring code is different from said first monitoring code : 

computer readable program code means for detecting one of said system 
events, activating data collection, and generating and relaying one of said tracing tokens 
in one of said first plurality of said application component s, wherein said one of said 
tracing tokens comprises a unique identifier uniquely identifies said execution path : 

computer readable program code means for detecting and relaying said 
generated one of said tracing tokens to activate data collection in at least one of said 
second plurality of said application components along said execution path through said 
application components in said data processing system; and 

computer readable program code means for recording said collected data 
[[in]] from all said application components along said execution path through said 
application components in said data processing system. 

23. (new) The method of claim 1, wherein said first application 
component and said second application component are the same. 

24. (new) The method of claim 1, wherein said first application 
component and said second application component are different. 

25. (new) The method of claim 24, wherein said first application 
component and said second application component run in the same process on a 
computer. 

26. (new) The method of claim 24, wherein said first application 
component runs in a first process and said second application component runs in a second 
process, and said first process and said second process are different, 

27. (new) The method of claim 26, wherein said first process runs on a 
first computer find said second process runs on a second computer, and said first 
computer and said second computer are connected to a network. 
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28. (new) The method of claim 1, wherein said first interceptor intercepts 
a function call of said first application program. 

29. (new) The method of claim 1, wherein said first interceptor intercepts 
a function call of an operating system, 

30. (new) The method of claim 1, wherein said second interceptor 
intercepts a function call of said second application program. 

31. (new) The method of claim 1, wherein said second interceptor 
intercepts a ftinction call of an operating system. 

32. (new) The method of claim 1 , wherein a decision of whether to trace 
an execution path is made by said first interceptor. 

33. (new) The method of claim 1, wherein said first interceptor initiates 
tracing of an execution path. 

34. (new) The method of claim 1 , wherein data collected at said first 
interceptor and data collected at said second interceptor are stored in a database. 

35. (new) The method of claim 1 further comprising: 

for a third interceptor, intercepting a third operation at a third application 

component; 

for a third interceptor, detecting said tracing token; and 
for a third interceptor, if said tracing token exists, performing a third trace 
function, wherein said third trace function comprises: 

activating data collection at said third interceptor; and 

relaying said tracking token. 

36. (new) A method of selectively tracing application program execution 
paths comprising: 

providing a plurality of interceptors installed in at least one application 

program; 

Application Number 10/657,770 Page 8/19 

PAGE 13/24 * RCVD AT 9/25/2006 11:57:00 PM [Eastern Daylight Time]* SVR:USPTO€FXRF-3/15* DN1S:2738300 ■ CSID:4087778806 1 DURATION (mm-ss):1M8 



'09/25/2086 20:56 4087778806 



PAGE 14 



at a first interceptor, controlling start of tracing an execution path; 

at a first interceptor, when said start of tracing said execution path is 
granted, performing a firet trace function at said first interceptor, wherein said first trace 
function comprises: 

generating a tracing token, wherein said tracing token comprises a 

unique identifier; 

activating data collection at said first interceptor; and 
transmitting said tracing token to at least one interceptor on said 

execution path; 

at a second interceptor, receiving said tracing token; and 

at a second interceptor, when said tracing token is received, performing a 

second trace function at said second interceptor, wherein said second trace function 

comprises: 

activating data collection at said second interceptor; and 
transmitting said tracing token to at least one interceptor on said 

execution path. 

37. (new) The method of claim 36, wherein said controlling start of tracing 
said execution path at said first interceptor further comprising: 

providing said first interceptor having a trace variable; 

examining said trace variable; and 

starting a trace when said trace variable is set. 

38. (new) The method of claim 37 further comprising: 
monitoring at least one system event at said first interceptor, and 
for each monitored system event, performing the following: 

when said trace variable is not set, evaluating at least one start rule 
on said monitored system event and setting said trace variable according to the outcome 
of said evaluation of said start rule; and 

when said trace variable is set, evaluating at least one stop rule on 
said monitored system event and setting said trace variable according to the outcome of 
said evaluation of said stop rule. 

Application Number 10/657,770 Page 9/19 



PAGE 14/24 * RCVD AT 9/25/20(6 11:57:00 PM [Eastern Daylight Timej * SVR:USPTO-EFXRF-3/15 * DN1S:2738300 * CSID:4087778806 * DURATION (mm-ss):12-18 



09/26/2006 20:56 4087778806 



PAGE 15 



39. (new) The method of claim 36, wherein said first interceptor and said 
second interceptor run in a process on a computer, and said tracing token is transmitted 
from said first interceptor to said second interceptor via shared memory. 

40. (new) The method of claim 36, wherein said first interceptor runs in a 
first process and said second interceptor runs in a second process > and said first tracing 
token is transmitted from said first interceptor to said second interceptor via inter-process 
communication. 

41. (new) The method of claim 36, wherein said first interceptor is 
installed in a first application program and said second interceptor is installed in a second 
application program. 

42. (new) The method of claim 41, wherein said first application program 
runs on a first computer and said second application program runs on a second computer. 

43. (new) A method of selectively tracing application program execution 
paths comprising: 

monitoring response time on servicing a request at a first interceptor, 
controlling tracing an execution path on subsequent invocations of said 
first interceptor using at least one response time measurement at said first interceptor, 
wherein setting a trace variable on said first interceptor when tracing said execution path 
commences on subsequent invocations of said first interceptor and resetting said trace 
variable on said first interceptor when tracing said execution path does not commence on 
subsequent invocations of said first interceptor; and 

tracing a particular execution path of a particular request when said trace 
variable on said first interceptor is set, wherein said tracing step comprises: 

for said first ioterceptor, generating a tracing token, collecting data 
into a database, and relaying said tracing token, wherein said tracing token comprises a 
unique identifier uniquely identifies said particular request; and 

for a second interceptor, receiving and relaying said tracing token, 
and collecting data into said database. 
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44. (new) The method of claim 43, wherein said relaying said tracing 
token by said first interceptor comprises writing said tracing token to a shared memory 
location accessible by said second interceptor and said receiving said tracing token by 
said second interceptor comprises reading said tracing token at said shared memory 
location. 

45. (new) The method of claim 43, wherein said first interceptor runs in a 
first process and said second interceptor runs in a second process v and said relaying said 
tracing token by said first interceptor and said receiving said tracing token by said second 
interceptor are accomplished using inter-process communication. 

46. (new) A method of tracing application program execution paths 

comprising: 

providing a first interceptor and a second interceptor on an execution path, 
wherein said first interceptor is a first interception point on said execution path; 

generating a tracing token at said first interceptor, wherein said tracing 
token uniquely identifies said execution path; 

relaying said tracing token from said first interceptor to said second 

interceptor; 

collecting a first trace data at said first interceptor, wherein said first trace 
data includes said tracing token; 

collecting a second trace data at said second interceptor, wherein said 
second trace data includes said tracing token; 

correlating said first trace data with said second trace data using said 
tracing token; and 

reconstructing said execution path using said first trace data and said 
second trace data. 

47. (new) The method of claim 46, wherein said relaying said tracing 
token from said first interceptor to said second interceptor is performed using shared 
memory. 
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48. (new) The method of claim 46, wherein said relaying said tracing 
token from said first interceptor to said second interceptor is performed using inter- 
process communication. 
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Amendments to Claim: 

This following listing of claims will replace all prior versions, and listings, of 
claims in the application. 

Listings of the Claims: 

1 . (currently amended) A computer implemented method for tracing an 
execution path through application components distributed over at least one computer in 
a data processing system, comprising th e steps of : 

providing a plurality of interceptors installed in a plurality of application 
Components, wherein each applicati on component has at least one interceptor 

receiving a plurality of r equests to said data processing system wherein 
processing each request by said data processing system p roduces an execution oath 
traversing at least one application component; 

g e n e rating a tracing token, activating data ooll e otion, and r e laying said 
tracing token in one of said application oompononts distributed over at least one 

Anijuttiiaejuiui 

%rfc/*»*|^ , Mini 

for a first interceptor, intercepting a firs t operation at a first application 

component; 

for a first interceptor, determining if tracing an execution path associates 
with said first operation is desired: 

for a first interceptor, if tracing said execution path associates with said 
first operation is desired, performing a first trace function, wherein said first trace 
function comprises: 

generating a tracing token; 

activating data collection at said first interceptor; and 
relaying said ftflcing token; 
detecting oaid tracing token, aotivating data ooll e otion, and relaying said 
tracing tok e n in at l e ast on e of oaid application compon e nts. 

for a second interceptor, intercepting a second operation at a second 
application component; 
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for a second interceptor, detecting said tracing token: and 
for a second interceptor, if said tracing token exists, performing a second 
trace function, wherein said second trace function comprises: 

activating data collection at said second interceptor: and 

relaying said tracking token. 

2. (original) The method of claim 1, wherein said application components 
include at least one of application programs, plug-in programs, program extensions, static 
library programs, dynamic library programs, program scripts, and individual modules, or 
subroutines, or functions, or procedures, or methods thereof 

3. (original) The method of claim 1, wherein said application components 
reside in the same computer, or are distributed over multiple computers interconnected by 
at least one of a local area network, a wide-area network, a wireless network, or the 
Internet 

4. (currently amended) The method of claim 1, wherein said generating a 
tracing token io controlled bv said determining if tracing an execution path associates 
with said first operation is desired utilizes a start rule and a stop rule. 

5. (currently amended) The method of claim 1 , wherein said tracing token 
[[is]] comprises a unique value in said data processing syste m, said unique value uniquely 
identifies a particular request. 

6. (currently amended) The method of claim [[!]] 5, wherein said unique 
value includes is a universally unique identifier (UUIDX. 

7. (original) The method of claim 1, wherein said relaying of said tracing 
token is accomplished through at least one of reading and writing of a shared memory, 
attachment to an inter-process message, and insertion into a data stream. 

8. (currently amended) The method of claim [[7]] L wherein $a*d 
attachm e nt to an int e r proo e oo message includes at least one of a non intrusive 
modification of the meoaago header, a non intrusive modification of the message body, or 
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appending to tho moosog e said relaying said trac ing token ste p at said -first interceptor 
comprises inserting said tracing token in an inter-process message, said detecting said 
tracing token step at said second intercep tor comprises reading said intcr-process 
message to retrieve said tracing token , and said tracing token is detected when said 
tracing token is found in said intef-prncess message. 

o. (currently amended) The method of claim [[833 X. wherein s aid non 
intruoivo nvodifiotifaon of ♦ h e i woasag e- h c Qd e r i noludos at 1 oast-one of addwtg o wow fi e ld 
in a SOAP transport h e ader over HI A o r adding a n e w propei ty in o SOAP tran s port 
Header *mm JXtC said rel a ying said tracing token step at said first interceptor comprises 
writing said tracing token to a data stream, said detecting said tracing token Step at said 
second i nterceptor comprises reading said data stream to retrieve said tracing token, and 
said tracing token is detected when said tracing token is found in said data stream. 



lO. (currently amended) The method of claim [£83 J ± % wherein acid 
ifioation of the meDoago body inoludco the inoertion of a < 



e said relaying said tracing token step at said first interceptor comprises 
storing sa id tracing token in a shared memory location accessible bv said second 
interceptor, said d etecting said tracing token step at said second interceptor comprises 
reading said share memory location to locate said tracing token, and said tracing token is 
dglBCigd when sa id tracing tnkan is found in said shared memory location. 

1 l . (original) The method of claim 1. wherein said tracing on execution 
path through application components takes place in at least one of system production 
time, system development time, system integration time, or system testing time of said 
data processing system. 

12. (original) The method of claim 1. wherein said generating a tracing 
token is automatically triggered by detection of a system event. 

13. (original) The method of claim 12. wherein said detection of a system 
event is dynamically activated and deactivated. 
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said first monitoring code, and said second monitoring code is different from said first 

monitoring code; 

detecting one of said system events, activating data collection, and 
generating and relaying one of said tracing tokens in one of said first plurality of said 
application ^nmp^n^n^ wherein said one of said tracing tokens comprises a unique 
identifie r uniquely identifies 3 aid CXCCUtlPn Path : 

detecting and relaying said generated one of said tracing tokens to activate 
data collection in at least one of said second plurality of said application components 
along said execution path through said application components in said data processing 
system; and 

recording said collected data [[in]3 from all said application components 
along said execution path through said application components in said data processing 
system. 
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tr a cin g to ken step at said ^ int erce ptor co mpos reading - M inje^nrcgcg 

mssags ta Bto g sp id and said m,n n gto ken „ 

tracing token is found in inter-nrnre«c ™ f «c ar 

9. (currently amended) The method of claim [[8]] 1, wherein said-Beft- 
***** modiO ut ti n n n f the , message h ead - i nclud e a t least nno ofad dag q I IU M f W M 
i n n VOAP toHspert h nn dor o > u i HTTP, n r n ddinf, a «ew r m pn rt> in ,, SOAP u uiy po q 

header over JMS said relaying aid trarin. token step, « m ^ int&wntn ^ 

wrran R sad tracing , token m a data stream said detgetiag said WW ^ ^ r m - n jff 
se cond interceptor comprises riding Sa i d data stream to retrieve gaj rf tracing tntam , ™h 
said tracing tofrr, is detected when said aacjgg t»^n is fmind m said data *~ rm 

10. (currently amended) The method of claim f [8j] 1, wherein oaid non- 
intruflivo modifioation of the message body inoludos tho inoortion of a oommont jam 
SQ L statement said relaying s a id tra cin g t ok en step at said first interceptor mmp ri n 
storing said tracing token in a shared memory location accessible bv said second 
interceptor, said detecting said traci ng token step at said second interceptor comprises 
reading said share me mory location to locate said tracing token, and said tracing token is 
detected when said tracing token is found in said shared memory location . 

1 1 . (original) The method of claim 1 , wherein said tracing an execution 
path through application components takes place in at least one of system production 
time, system development time, system integration time, or system testing time of said 
data processing system. 

12. (original) The method of claim 1 , wherein said generating a tracing 
token is automatically triggered by detection of a system event. 

13. (original) The method of claim 12, wherein said detection of a system 
event is dynamically activated and deactivated. 
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H. (original) The method of claim 13 whei*,n 
and deactivation of said det^i , dynaimc activation 

of Mi H 7 OT ° f 8 SyStCm ^ « internally i„ said one 

atleastone f " mCthod of ^ 12, wherein said system event includes 

least one of an event re ian„g to system and application performance, system and 
application availability, system and application troubleshooting, or system and 
application security. 



an 
in 



16. (currently amended) A computer implemented method for tracing „ 
execution path through application components distributed over at least one computer 
a data processing system, comprising the steps of; 

installing firs* monitoring code in a first plurality of said application 
components for detecting system events; 

installing second monitoring code in a second plurality of said application 
components for detecting tracing tokens, wherein said tr*^ ^ fans are generated h y 
said first monitoring code, and said second monitorin g code is different from said ffrft t 

detecting one of said system events, activating data collection, and 
generating and relaying one of said tracing tokens in one of said first plurality of said 
application components, wherein said one of said t racing tokens comprises a unique 
identifier uniquely identifi es said execution p ath: 

detecting and relaying said generated one of said tracing tokens to activate 
data collection in at least one of said second plurality of said application components 
along said execution path through said application components in said data processing 
system; and 

recording said collected data [[in]] from all said application components 
along said execution path through said application components in said data processing 
system. 
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17. (original) The method of claim 16 t wherein said first plurality of said 
application components includes entry points for client enquiries to an n-tier client/server 
distributed computing system. 

1 8. (original) The method of claim 16, further comprising the step of 
providing storage means for said collected data for all said application components along 
said execution path through said application components in said data processing system. 

19. (currently amended) The method of claim 18, wherein said storage 
means includes at least one of files, registries, relational databases, [[and]] or object 
databases. 

20. (currently amended) The method of claim 16, wherein a record of said 
collected data includes at least one of : 

the value of one of said tracing tokens; 

the value of a computer's timestamp; 

the identifier of a computer; 

the identifier of one of said application components; 

the description of one of said system events; 21 

application data from operation. 

21. (currently amended) The method of claim 16, wherein said monitoring 
code is installed in at least one of [[the]] source code, [[the]] object code, [[the]] 
executable code, [[and]] or application extension mechanism of said application 
components, 

22. (currently amended) A computer program product comprising[[:]] a 
computer usable medium having computer readable program code means embodied 
therein for tracing an execution path through application components distributed over at 
least one computer in a data processing system, the computer readable program code 
means in said computer program product comprising: 

computer readable program code means for installing first monitoring 
code in a first plurality of said application components for detecting system events; 
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